Frankfurt,
11 March 2024

BVI! position paper on ESA’s recommendations on the first set of rules under DORA for ICT and
third-party risk management and incident classification

The three European Supervisory Authorities (EBA, EIOPA and ESMA — the ESAS) published in January
2024 the first set of final draft technical standards under the DORA aimed at enhancing the digital oper-
ational resilience of the EU financial sector by strengthening financial entities’ Information and Commu-
nication Technology (ICT) and third-party risk management and incident reporting frameworks. There
have been significant changes compared to the consultation process. Nevertheless, we still have con-
cerns about the final recommendations and the following suggestions for improvement:

In the final recommendations, the ESAs use different terms and criteria for the application of the propor-
tionality principle. This can lead to the principle of proportionality being interpreted and applied differ-
ently in the respective regulatory measures. However, this is not in line with the requirements of Article
4 of the DORA Regulation. Although the proposals contain elements for assessing proportionality, they
do not uniformly explain which legal consequences result from this. We therefore suggest, at least, to
implement the following clear statement in the first Articles of each RTS based on the wording in Article
4 of the DORA Regulation such as:

“Considering the wide variety of financial entities covered by Regulation (EU) 2022/2554 regarding their
size, overall risk profile, the nature, scale and complexity of their services, activities and operations, as
specifically provided for in this Regulation, financial entities should apply the requirements defined in
this Regulation in a proportionate manner, taking into account the increased or reduced elements of
complexity or the overall risk profile.”

Proportionality can also be implemented, for example, through the granularity of requirements, the fre-
quency of updates, a risk-based approach (i.e., the smaller the company, the more focus on higher
risks), the granularity of process descriptions or the frequency of training or reviews of policies. For ex-
ample, one principle-based approach could be that financial entities with a small number of employees
or without a large ICT infrastructure could be obliged to set up such detailed processes only for ICT ser-
vices supporting critical and important functions. It is also conceivable to use the annual value budgeted
by the company for IT expenses (e.g., on a five-year basis) as a benchmark. Moreover, the proportion-
ality principle should not only be based on size, but also on the potential eco-nomic damage that can
occur due to ICT incidents.

1 BVI represents the interests of the German fund industry at national and international level. The association promotes sensible
regulation of the fund business as well as fair competition vis-a-vis policy makers and regulators. Asset managers act as trustees
in the sole interest of the investor and are subject to strict regulation. Funds match funding investors and the capital demands of
companies and governments, thus fulfilling an important macro-economic function. BVI’'s 114 members manage assets of some
EUR 4 trillion for retalil investors, insurance companies, pension and retirement schemes, banks, churches and foundations. With
a share of 27%, Germany represents the largest fund market in the EU. BVI's ID number in the EU Transparency Register is
96816064173-47. For more information, please visit www.bvi.de/en.
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According to the final recommendations, the ESAs should be able to consider developing further guid-
ance in the areas that have been removed from the consultation proposals due to the lack of an explicit
mandate at Level 1 in the DORA Regulation. This applies to, for example, the final RTS on ICT risk
management framework on Governance. We are very concerned about this approach because it explic-
itly undermines the mandates developed in the DORA Regulation for the ESAs to act. This can also
lead to the already high level of detail in the rules being increased even further.

We have the following specific proposals for amendments to the individual RTS proposals:

Segregated and independent internal audit function (Article 28(4) and (5) of the draft RTS): Arti-
cle 28(4) of the Draft RTS which requires an appropriate segregation and independence of control func-
tions and internal audit functions for financial entities applying the simplified ICT risk management
framework should be deleted. According to Article 24 of the Delegated Regulation (EU) 2017/565 with
reference to Article 16(5) of Directive 2014/65/EU) and in view of the proportionality principle, invest-
ment firms are not obliged to implement a segregated and independent internal audit function. Financial
entities subject to the simplified risk management framework should therefore only be required to per-
form specific internal audits where applicable, only to the extent that they actually have an internal audit
function. (cf. Article 28(5) of the draft RTS).

This applies all the more as the simplified ICT risk management framework of Article 16 of the DORA
Regulation does not contain an obligation comparable to Article 6(6) of the DORA Regulation applying
to all other financial entities to review the ICT risk management by the internal audit. The ESAS' refer-
ence in their feedback statement to the application of Article 6(6) of the DORA Regulation inde-
pendently of the MiFID also to the simplified ICT risk management framework therefore is contrary to
applicable law. Such an obligation should not be introduced under DORA Level 2 either. Otherwise,
small investment firms would only be obliged to introduce an internal audit function for the purposes of
ICT risk management and to organise audits for this purpose. This does not appear proportional.

a) Duration and service downtime (Articles 3 and 11 of the Draft RTS): In general, we agree with
the assumption to refer to the service downtime and to the duration of the incident. However, we
strongly disagree with the proposed thresholds in Article 11 of the draft RTS for the duration
of the incident (no longer than 24 hours) and the service downtime (no longer than 2 hours)
because these thresholds are based on business models of banks with time-critical ser-
vices. Asset managers and investment firms providing services such as portfolio management odr
investment advice do not provide time-critical services. They regularly base their processes on a
tolerable downtime of 24 to 48 hours, as the business model of asset managers does not involve
direct, mass transactions in a few seconds, as is the case with payment services, for example.
Therefore, the proposed two-hour limit as downtime for services supporting critical functions and
the 24-hour limit as duration of the incident is not appropriate because these limits will always lead
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to a report by asset managers and investment firms, even though there is no major ICT incident at
all. Here, an increase in the limits (e.g., 72 hours for the duration of the incident and 24 to 48
hours for the service downtime) or a gradation (for example, based on the outcome of the
business impact analyses of Article 11(5) of the DORA Regulation and depending on the ex-
tent of the ICT risk), is needed in line with the principle of proportionality.

We object to the approach in Article 15 of the draft RTS of including recurring incidents
(which in aggregate meet the materiality thresholds only over a certain period of time) in the
consideration of major ICT-related incidents: There is already a lack of legal basis. Recurring
incidents are not covered by Article 18(1) of the DORA Regulation as a criterion for the classifica-
tion of ICT incidents. Similarly, recurring incidents are not covered by the mandate to the ESAs to
further specify these criteria for the classification in Art. 18(3) DORA. Nor can such a recurring
event be derived from the definition of ICT-related incident in point 8 of Article 3 of the DORA Regu-
lation. Rather, only a single event or a series of linked events unplanned by the financial entity that
compromises the security of the network and information systems and have an adverse impact on
the availability, authenticity, integrity, or confidentiality of data, or on the services provided by the
financial entity are covered there. This is not comparable with the proposed recurring incidents
which should occur at least twice, have the same apparent root cause and shall be with similar na-
ture and impact.

For practical implementation, it is not entirely trivial to assess how the recurring events in their en-
tirety reach the materiality thresholds after the last event. For this purpose, each (minor) incident
would have to be comprehensively documented according to which criteria/thresholds are ful-
filled/not fulfilled in order to then enable an overall view after a certain period of time on recurring
events. Such a far-reaching documentation obligation for non-major ICT-related incidents cannot be
derived from Level 1. To do this, financial entities would have to set up a completely new process
that would pool far-reaching resources. This is all the truer as the financial entities would then have
to check at least every month whether it is a recurring incident (cf. the new approach under Article
15(2) of the draft RTS. Should the Commission continue to adhere to taking recurrent inci-
dents into account as well, there is an urgent need to replace the proposed monthly inspec-
tion obligation with an event-driven inspection obligation in Article 15(2) of the draft RTS.

Classification criterion ‘Clients, financial counterparts and transactions’ (Article 1 and 9 of
the draft RTS): We ask the EU Commission to clarify what is meant by the term ‘clients’ in the as-
set management sector. The term ‘clients’ is only used here in formal legal terms when asset man-
agers carry out MiFID-relevant activities (outside the fund business). In their core competence of
fund management, there are no clients, only investors. In practice, an ICT-related incident could
also affect investors of an investment fund. However, the number of investors is generally not
known to asset managers, particularly in the mutual fund sector (only the number of units held by
investors). The ‘number of clients’ criterion is therefore difficult to assess in the asset management
sector if investors are also taken into account here. We therefore propose the following clarification
(e.g. via a recital):

‘In the case of investment funds, under the criterion ‘clients, financial counterparts and transactions’
the diversity of investment funds’ structures must be taken into account as well as the difficulty to
identify the ultimate beneficiaries. Insofar as the number of investors of the managed investment
funds affected by an ICT-related incident is known or can be estimated by the asset manager as a
financial entity, these are to be understood as clients within the meaning of this criterion. If the asset
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manager has delegated functions such as portfolio or risk management to a third party, the third party
is deemed to be one client without having fo look through to the fund's underlying investors.’

Proportionality principle: We request that the approach to applying the principle of proportionality
contained in recital 4 be transferred directly to Article 1 of the draft RTS. In this respect, we refer to
our comments under I. above.

Subcontracting: We suggest that recital 6 and Article 4 of the draft RTS be critically reviewed
and adapted in terms of what rules the DORA Regulation provides for dealing with subcontractors.
The requirements for subcontractors should not be too high. Instead, we suggest that this RTS
should only stipulate that the policy should set requirements for dealing with subcontractors based
on Article 30(2)(a) of the DORA Regulation and in accordance with the internal processes defined
and contractual arrangements agreed. In concrete terms, this means that the policy only needs to
state rules on whether the subcontracting of ICT services that support critical and important func-
tions or essential parts thereof is permitted and - if this is the case - which conditions then should
apply to this subcontracting.

Proportionality: Even though the ESAs have significantly adapted the requirements for the scope
and content of the information register, these are still very demanding overall and cannot be easily
implemented without technical support. This leads to additional costs, particularly for smaller finan-
cial entities, which could have been significantly reduced through proposals with simpler structures
for the register. In this respect, we refer to our comments under |. above.

Subcontracting: We still consider the documentation requirements for subcontractors to be
far too extensive. According to drafted template RT.05.02, the register should also list all
subcontractors that effectively underpin the provision of these ICT services, i.e. all the sub-
contractors providing ICT services whose disruption would impair the security or the conti-
nuity of the service provision. We recognise that the addition of the criterion of a disruption that
would impair the security or the continuity of the service provision should in principle make things
easier. In practice, however, this would lead to additional burden, because in addition to the ques-
tion of whether the service of the subcontractor supports critical and important functions, all subcon-
tractors would then also have to be analysed and delimited in terms of the criterion of impairment of
security and continuity of service provision. However, as there is usually no direct contractual rela-
tionship with the subcontractor, such documentation and assessment by the financial entity is not
possible. We therefore request that at least this addition be deleted.

Moreover, we suggest that the general necessity of documenting contracts with subcontrac-
tors on the basis of the Level 1 regulations be reviewed once again. Such an approach is not
required in Article 28(3) of the DORA Regulations which limits the information of the register to all
contractual arrangements on the use of ICT services provided by ICT third-party service providers
on the first level without sub-contractors. If the EU legislator had wanted to include information
about subcontractors, it would have explicitly mentioned them, as it has done elsewhere in the
DORA regulation (such as Article 29(2) of the DORA Regulation).



